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The Honorable Chris Shays
Chairman
Subcommittee on National Security,
Emerging Threats and International Relations
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House of Representatives

Dear Mr. Chairman:

At your request we have been conducting a follow-up investigation of the Department
of Defense (OD) controis over €xcess property. Today, we sent DOD a draft of our
report, titled DOD Excess Froperty: Control Breakdowns Present Significant Security
£fisk and Contin uing Waste and Inefficiency (GAO-06-543) for its review and

comment, and their comments are expected on July 17, 2008, Aty

Our request, and in

accef(faﬁce with our protocols, enclosed is g Copy of the draft report for your

informativn.

As the cover page indicates, the draft is subject to revision, Therefore, it must be
L

Gregory U Kutz
Managing Director,
Forensic Audits and Special Investigations
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Highlights

Highhights of GAC-06-543, a report to
congressional reguesters

Why GAO Did This Study

GAO's previous work found
problems in security controls over
sensitive excess military equipment
that resulted in lost and stolen
items. some of which were soid 10
the publie. and significant waste
and inefficiency in the Departmem
of Defense (DODY) excess property
reutilization program. GAQ was
asked to perform follow-up
investigations 1o determine
whether (1) unauthorized parties
could obtain sensitive excess
military equipment thal requires
demilitarization (destruction} when
no longer needed by DOD and (2
system and process improvements
are adequate 10 prevent sales of
new. unused excess items that
DOD continues tobuy or that are in
demand by the military services.
‘What GAO Recommends
GAO briefed DOD and military
service management on the results
of its investigations and provided
perspectives on ways to resolve the
control breakdowns that resulted
in public sales of sensitive excess
military equipment and new,
unused excess items that the
military services are continuing to
use. In addition, GAD asked DOD
to comment on a draft of its report.
in jis comments, DOD stated that
given the time allotied {6 comment,
the department was not able to do
a detailed review and has no
coanents at this time. DOD alsc
commented that i continues 1o
implement changes 1o procedures
hased on GA(Ys May 2006 repors
{GAOQU5-27T).

W CB0 Q0viCG-Din geral T BAC-GA- 942,

To view the Wl product, ingiuding the scope
and methodology, click on the link above,
Foi more information, comact Gregery O
Kutz 8t (202] 512-7455 or kulzg @ gac.gov.

DOD EXCESS PROPERTY

Control Breakdowns Present Significant
Security Risk and Continuing Waste and
Inefficiency

What GAOD Found

GAO investigators posing as private citizens to disguise their identiry
purchased several sensitive military equipment items from DOD's lj;;uidation
sales contractor, indicating that DOD has not enforced security controls for
preventng sensitive excess milltary eguipment from release 10 the public.
AL Invesugaiors at liguidation sales purchased ceramic body armor inserts
currently used by ceployed roops. & cesium technology timing unit with
giobal positioning capabilities. a universal frequency counter. 2 guided
nussile radar test sets. 12 digital microcircuits used in F-14 fighter aircraft,
and numerous other items. GAO was able to purchase these items because
controls broke down at virtually every step in the excess property turn-in
and disposal process. GAO determined that thousands of mi}itan} items that
should have been demilitarized ¢ destroved) were sold 10 the public. Further.
m june 2006, GAG undercover nvesugalors posing as DOD contractor
emplovees entered two excess property warehouses and obtained about §1 .
million in sensitive military equipment items. including 2 launcher mounis
for shoulder-fired guided missiles. several vpes of body armor. a digial
signal converter used in naval surveillance, an all-band antennz used 1o rack
aircraft. and 6 circuit cards used in Computerized Navy sysiems. At no point
during GAG's warehouse secirity penetration were jis mvestigaiors ‘
challenged on their identity and authority to obiain DOD military property.
The table below shows examples of sensitive military equipmen;, oblained
during GAG's undercover operations.

Sensitive Military ﬁgué;pme Obtained during GAQ's Undercover Tests
f i 5 !_ S N

LY SMALE
STRINE EALE

Frag iacket

i

Antenng Guided missiie mount Time selector unit

Source. GAC, Moog Corporaten for anienna.

f@A(} investigators posing as private citizens aisg bought several new, unused
nems currenitly being purchased or in demand by the military services from
DOD's excess property liguidation sales CORELRCTOT, ﬁﬁ%&a&gﬁvﬁz military units
paid full price for these items when they ordered them from suppiy )
nventory. GAG paid a fraction of this cost to purchase the same items,
demonstrating continuing waste and inefficiency. '
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DRMO Defense Reutilization and Marketing Office
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EUC End-Use Certificate
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United States Government Accountability Office
Washingtron, D.C. 20548

July 25. 2006

The Honorable Tom Davis
Chairman

Commitiee on Government Reform
House of Hepresentatives

The Honorabie Chiristopher Shavs

Chairman

Subcommitiee on National Security,
Emerging Threats and International Relstions
Commitiee on Government Reform

House of Representatives

Crar May 2005 report stated that the Depariment of Defense (DOD:
reporied $466 million in jost. damaged. and missing excess propery rom
fiscal vears 2002 through 2004, including property with demilitanzatior
restrictions. such as chemcal and biojogical protective suits. body anmor.
and guided missiie warheads. Some of the restricted ems had beern sold 10
the public, Further. our May. 2005 report noted that during fiscal vears 2002
and 2003, the ratliwary services needlessiv spent at Jeast $400 milon 1o
purchase new jtems nstead of reusing identical excess 1ems in new ang
unused condinon {A-condition ;. As a result, the new. unused excess nems
were seld for penries on the dollar. In response 10 our May 2005 report. at
the June 2005 oversight hearing by the Subcommittee on National Security.
Emerging Threats and International Relations. DOD officials stated that
controls were adequate 10 prevent items requiring demilitarization from
being released 1o unauthorized parties. In additon, DOD officials promised
to have system enhancements in place in January 20086 to assure that
excess items in new and unused condition that the military services are
coniinuing 1¢ use are returned to inventory and reutilized within DOD to
avoid unnecessary purchases.

“GAQ, DOD Excess Property: Management Conivel Breakdowns Resuls (n Subsianiio
Waste and fnefficiency, GAC-05-277 {Washington. D.C.: May 13, 2005),

* DOD policy related 1o controls over iems with significant military wechnology application.
is gefined in app. L

? DOD condiiion codes are defined in apn. 1L
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This report responds to your request that we perform follow-up
investigations to determine whether (1) unauthorized parties could obtain
sensitive excess military equipment that requires demilitarization when no
longer needed by DOD and (2} svstems and Drocess Improvemernts are
adequate 10 prevent liquidation sales of A-condition items tha: DOD is
COMINUINg 16 buy or that are in demand by the military services.

Using investigative techniques and aCtling in an undercover capacity 1o
disguise our identity. we tested DOD systems and controls 10 see if we
could oban sensinve excess militan equipment and technoiogy items that
require demilitarization and should not be available 10 the public. We used
DOD's Federal Logistics (FedLog svsiem information 1o identify and
validaie the population of military equipment and technolagy items that
require demilitarization. We then identified public sales of excess military
iterns that required demilitarization by 1otal destruction when no ionger
needed by DOD 10 prevent these ftems from tailing inte the wrong hands.
Next. we tested the svstems and controls by making undercover purchases
ol milnary cquipment and technoiogy items from DOD's Lguidauion sales
contracior.” in making these purchases we used a fictitious identitv 1o
obtain End-Use Certificates (EUCT where this documentanon was
required as & conditien of sale. For sales where we were outhid. we racked
the bid activity 1o identify the winning bidders. We are referring these
purchases and numerous other public purchases of items that should have
been demiliarized (o federal law enforcement agencies for further
mvestigation. In addition. we used publicly avallabie informaton 1o
deveiop undercaover techniques 10 penetrate Defense Reutilization and
Marketing Office {DRMO) excess property warehouses,

To determine whether DOD was continuing to sell A-condition items that
were still being purchased or were in demand by the military services, we
monitored DOD’s lguidation contractor sales to identify new, unused
iterns. We targeted items for undercover purchases where our research
identified ongoing or recent procurements and active supply inventory

“ In concent with the federal governineni's D-government poliey 1o use miornation
wechnclogy (IT) nvestmenis to deliver services and information i citizens slecironicaily,
DOLYs excess property hiquidation sales are conducted over the internet. Office of
Management and Budget, Implementaiion Guitance for the E-Government Act of 2002 W
0538 atant A 9 B, 1 (Aug 1, 2003

" An EUC is & form used by DOD to document the inwended destinarion and disposition of
sensitive. controlied nems released from the deparunent.
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Summary of
Investigation

status of these items. We also monitored DOD actions to implement
iImprovements i excess property systems, processes, and controis in
response to our May 2005 audit recormmendations. We analyzed Defense
Reutilization anc Marketng Service (DRMS] data to determine if
reutilization rates of A-condition excess property increased during the firs:
three quarters of fisca: vear 2000 We conducted our investigations from
November 20065 through June 2006 in accordance with quaiity standards {0
nvestigalors as set fonh by the President’s Council on Integrity and
Efficiency.

We used a fictinous igentity posing as a private citizen to purchase
namerous sensitive excess DO military technology items that shouid have
been demiblanzed instead of being sold 1o the public. Sensitive oxcess
military equipment purchased by owr investigator at DOD dgubiation sajes
auchions included ceramic body armor inserts currently used by deploved
IFOORS: & LiTie Selector Unit used 10 ensure the accuracy of compuier-based
equiprnent. such a8 giobal positioning svstems and system-evel clocks: &
urgversal frequency counter used 1o ensure that the frequency of
COMMUNICAtIon gear i€ TunTung 4t the expected rate; Zguided missile radar
iest sets. at jeas digital microcircuits used in F-14 fighter aircraft: and
AUMErous other sensiinve elecironic paris. We were able 1o purchase these
riems because comirols broke down ar virtually every step in the excess
property iwn-in and disposal process.

In addition, posing as DOD contractor emplovees® our undercover
investigators were able 10 easily penetrate security at two separate excess
property warehouses in June 2006. There, they were able to obtain, at no
cost, numerous sensitive military equipment items valued at about $1.1
million that shouid not have been released outside of DOD, The items we
obtained included two launcher mounts for shoulder-fired guided missiles,
several types of body armor, a digital signal converter used in naval
electronic surveillance, an all-band antenna used to track aircraft, six
circuit cards used in computerized Navy systems, and several other items
i use by the military services. The body armor couid be used in terrorisi or
other criminai activity. Many of the other military items have weapons
applications that aisc would be useful to terrorists. Our undercover
investigators were able 1o obtain these items because DRMO personnel did

" linger DODYs excess p

utilization program. DOD contractors are treated the same
zed for excess property items they requisition for reuse.
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not confirm their identity and authorization to requisition excess DOD
property items. The DRMO personnel even helped our undercover
investigators load the items into our van.

We aiso mace several undercover purchases of new, unused A-condition
excess DOD items. including wet-weather parkas, cold-weather desert
camoullage parkas. & ponable field x-ray processing enciosure. high-
SECUriTY 10CKE used 16 secure the back bay of rucks. a gasoline engine. anc
a refrigerant recovery svstem used for servicing automotive vehicies. The
items we purchased 1 DOD liguidation sales were being ordered from
supply veniory by military units at or near the time of our purchases. In;
the case of one supplyv-depot-stocked itern—the portable X-ray enclosure—
NG ltems were I S1ock a1 the time of our purchase. At the time we made
our purchase. DOD'¢ hguidarion contractor sokd 40 of these X-Tay
enclosures with 2 1o1al reported acquisition cost of $289.400 for a
Hguidation sales price of $2.914—about & penny on the dollar, In another
example. we purchased & gasoline engine in March 2006 for $355. The
Marine Corps ordered 2 of these gas engines from Defense Logistics
Agency (DLA ) supply inventory in June 2006 and paid $3.116 each for them,
Althe tine of Gur undercover purchase, 20 identical gasoline engines with
& reporled acquisition cost of $62.380 were soid 10 the public for a otal
hquidation sales price of $6.221. QOur investigation demonstrated that the
problems we reported in May 2005 have not been fully resolved and that
there 1$ continuing waste and inefficiency in DOD's excess DIGRerty
reutilization program.

Our May 2005 report inciuded 13 recommendations 1o address problems in
accountability over sensitive military items and the economy and efficiency
of DOD’s excess property reutilization program. Thus, we are making no
new recorumendations in this report. We provided a corrective action
briefing to DOD on June 28, 2006, and we provided a draft of our report to
DOD for comment on July 10, 2006. The Deputy Under Secretary of
Defense for Logistics and Materiel Readiness responded that given the time
allotted to comment, the Department was not able to do a detailed review
and has no comments at this time. DOD's comment letter is reprinted in
appendix 11

Page 4 LAG-08-943 DOD Excess Property Control Breakdowns



Bacun

Over the past several vears. we reported’ that serious breakdowns in
management processes, systems, and controls have resulted in substantial
wasie and inefficiency in DOD's excess property reutilization program. Qur
June 20062 testimony and our November 2003 report documented instances
where DOD solg 1o the public items such as Joint Service Lightweight
integrated Suit Technology (JSLISTY anc other chemical and biological
protective suils and related gear that should have been resiricted wo DOD
use ondy. Chir Novemiber 2003 report also identified several examples that
showed that al the same time DOD excessed biologicai equipment items in
good or excellent condition and sold many of them 1o the public for
pennies on the doliar. 11 was purchasing the same or simitar items. Our May
2005 repon stated that DOD reported $466 million in Jost. damaged. and
missing excess property from fiscal vears Z00% through 2004, incliding
property with demilizarization restrictions. such as chemdeal and biological
protectve suits, body armor, and guided missile warneads, Some of 1he
restricted 11ems had been sold 1o the public. We also reported that durving
fiscal vears 2002 and 2005, the milhary services purchased at jeast $40¢
milion of identical nems mnstead of using available excess tems in new and
unused condition.

i

At the time of our May 2005 report. waste and inefficiency occurred
Decause conditon codes were assigried 10 eXCess property that incorrectly
identified 1t as unusabie and DOD lacked adequate svstems and processes
for assuring that excess items in A-condition were reused 10 avoid
unnecessary purchases. We also found that DOD lacked adequate security
OVEr excess items requinng demilitarization, resulting in losses reported by
DRMOs of nearty 150 chemical and biological protective suits, over 70 units
of body armor, and 5 guided missile warheads. Losses reported by DLA

* GAG, DOD Exvess Property: Management Control Breskdowns Resull in Substaniticl
Waste and Facfficiency, GAQ-05-277 (Washington, D.C.: May 13, 2008): DOD Excess
Property: Risk Assessmeni Needed on Public Sules of Fouiprment That Could Be Used 1o
Muoke Biological Agents, CGAG-03-15N] (Washingion, .0 Nov, 18, 20087 and DOD
Menagement: Examplies of Inefficient and Fneffective Business Processes, GAOOIETET
(Washington, D.C. June 25, 20020

¥ JSLIST is a universal, lightweight, two-plece garment (coat and trousers) that when
combined wilh footwesr, gloves, and a protectve mask and a breathing device, forms the
warfighter's protective ensembie. Together, the ensemble is to provide maximum protection
10 the wartighler against chemical and biclogical contaminants without negatively affecting
the ability to perform rmission tasks, JSLIST is the current model proieciive suit used by the
moilitary services,
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Undercover
Acquisitions of
Sensitive Excess
Military Items
ldentifies National
Security Risk

supply depots included thousands of sensitive military itemns. such as
WEFPONE gystem components and aircrait paris.

= that DOD's Hguidation contractor soid to-the public between Nover

Our undercover investigators purchased several sensitive excess military
equiprent items that were improperiv sold 10 the public at DOD liquidation
sales. These rtems nciuged & ceramic body armor inseris identified as
Smail arme protective inseris (SAPI. which are the ceramic inseris
Currenity i demand by soldiers in irag and Afghanistan: a time selecior
unit used 1c ensure the accuracy of computer-based equipment. such as
global positioning svstems and system-level clocks: 12 digital microcircuits
ased i F-14 Tomeat fighter aircraft: guided missile radar 1est sets used 1o
check the operation of the data link antenns on the Navy's Walleye (AGM-
627 airto-ground guided missile; ané numerous other electronic items. In
instances where DO required an EVC as & condition of sale. our
andercover mvestigator was able 10 successfully defeat the screening
process by submitting bogus documentation and providing plausibie
explanations for discrepancies in his documentation. We identifiec at leas
76 buyers for 216 sales transactions involving 2,662 sensitive military jtems

2

:\
nher
260% and June 2006. We are referring information on these sales 1o the

appropridte federal law enforcement agencies for further investgation.

Posing as DOD contractor emplovees, our investigators aiso entered
DRMOs in 1wo east coast siates. and obtained about $3.1 million in excess
military jtems that required demilitarization as weli several other items that
are currently in use by the military services. DRMO personnel even helped
us load the jtems into our van. These itemsz included 2 launcher mounts for
shoulderfired guided missiles, an all-band antenna used to track aireraf,
16 body armor vests, body armor throat and groin protectors, 6 circuit card
assemblies used in computerized Navy systems, and 2 Palm V personal data
assistant {PDA) organizers.

Sensitive Excess Military
Items Purchased at DOD
Excess Property Liquidation
Sales

Using a fictitious identity as a private citizen, our undercover investgator
applied for and received an sccount with DODs Hauidation sales
contractor. The undercover investigator was then able to purchase several
sensitive excess military items that were being improperly sold to the
public. During our undercover purchases, our investigator engaged in
numerous conversations with liquidation sales contractor staff during
warehouse inspectons of items advertised for sale and DRMS and DL

Page & GAD-04-843 DOD Excess Property Control Breakdowns



Criminal Investigative Activity (DCIA} staff during the processing of our
EUCs. On one occasion our undercover investigator was told by a DCla
official that information provided on his EUC application had no mateh to
official data and that he had no credit history. Our investigator responded
with a plausible story and subminied a bogus utility bill to confirm his
malling address. Foliowing these screening procedures. the EUC was
approved by DCLA ang our undercover investigator was able 10 purchase
iargeted excess milnany femes. Once our inftial EUC was approved. our
subsequent EUC applicauons were approved based on the information on
file. The {oliowing discussion presents the case study details of our
undercover purchases of sensitive excess military items that should have
been destroved when nic ionger needed by DOD and should not have beer
soid to the public. Although these Rems had a reported acquisition cost of
%461.427. we paid & houidation sales price of $914 for them—Iless than &
penny on the goilar

Smaill arms protective insert. In March 2006, our undercover
mvestigator purchased 5 ceramic body armor inserts identified as small
arms prowective inseris (SAPLH. which are the ceramic inserts currentlv in
dgemand by soidiers o1 irag and Afghanisian, SAPI are designed 1o shide into
pockets sewn e the front and back of military vestis in order 1o protec
the warfighter's ches: and back from small arms fire. The SAP] had been
improperly included i & batch lot of lfems that did not require
demilitarization. The baich ot reportedly contained 6048 items, including
shelter half-tenis. canteens and canteen covers, smail 1oois, first aid
pouches. insect nets. barracks bags and waterproof bags, small arms cases.
miscellaneous field gear. and the SAPL We paid $129 for the batch lot,
which had a reponed acquisition cost of $1,471. The SAPI have a
demilitarization code of D, which reguires them to be destroyed when no
longer needed by DOD rather than being sold to the public. Figure 1 shows
a photograph of one of the SAPI that we purchased.
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Figure 1: Exampie of Smali Arms Protective inseris Purchased in March 2006

'HANDLE WITH CARE

Sourse SAL

Time selector unit. In March 2006. our undercover investigator purchased
an excess DOD time selector unit used (6 ensure the accuracy of compurer
based equipment. such as global positioning sysiems and svsiem-level
clocks. According to our Chief Technologist, this technology is important
because it prevents users in the battlefield from exposing their position to
get tming signals from outside sources. We paid $65 for the time selector
anit, which had an original acquisition cost of $343,605. Also, although the
unit was listed as being in F7 condition (unserviceable, reparable
condition), it appeared to be in working order.

The time selector unit had a demilitarization code of D, which required it to

be destroyed when no longer needed by DOD. The unit alsc had a F edLog
controlied inventory item code (CHIC of 7, which indicates itie & clgssifiod
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Item that requires protection in the interest of national security, in
accordance with DOD 5200.1-R. Information Security Prograw.”

Ahthiough the link on the national stock number (NSNJ™ included on DOD's
liguidation contraciors Internet sale Web site showed this item was
assigned & demililarizanuon code of 11, 11 was sold 1o the public as a trade
security conrolled nem—aemilitanzation code B, As such. we were
required 10 compiete an apphicauon and obiain an approved EUC. Gur
undercover investigator submitied bogus information on his EUC
application. A DCIA official contacted our undercover investigator and 1old
him that the informatior on hic application did not match official data and
ke had no credit hisiory. After responding with a plausible story and
subrnitting a bogus utility bill to document our mailing address. our EUC
for the time sejector unil was approved in April 2006. Figure 2 shows &
photegraph of the excess DOD 1ime selector unit we purchased.

Figure 2: Excess DOD Time Selecior Unit Purchased in March 2006

Thg
SR

wil ‘?' IR ERR

Source: GAC.

estabiished the DOD

TDOD BIN LR, Myfovmation Security Progrewn Ganvary 198
tive classification and protection

Informaiion ‘veumr} Program 16 promote proper and effectiv
in the Interest of national security.

ey
i/
&

¥ An NSN is 5 unigue 13-digh number that identifies standard use inventory items.
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Digital microcircuits. Our undercover investigator purchased a total of 82
excess DOD digital microcircuits, including 12 microcircuits used on the F-
14 Tomcat fighter aircraft. Because of their sensitive technology. the
microcireuits had a demilitarization code of D. which requires their total
destruction when they are no longer needed by DOD. The 12 microcircuits
aiso had a CHC of 7. which indicates they are classified items that TeGUire
profection in the wverest of national security, in accordance with DOD
5200.1-K. In viclauon of DOD demilitarization policy for D coded items. the
microcircuits were inproperty included in a batch 1ot with several other
eiectronic items that dic not require demilitarization. Further, only 12 of the
82 demilitarization code I3 microcircuits that we purchased were listed on
the liguidanon sale advertisernent. We paid approximately $38 for the
entire batch iot. which inciuded & 101al of 591 items with a reported
acquisition cost of $112.700. Because several items in the batch lot had
gemilitarization coaes that designaied them as trade security control items
restricted by the U5 Munitions List or the Commeree Control List of the
.8, Department of Commerce. an EUC was required for approval of our
purchase. Our EUC for the dighal mécrocircuits was approved in May 200¢
rased on our bogus information already on file. Figure 3 shows an enlarged
photograph of one of the microcircuits that were improperiv sold to our
undercover investigaior.
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Figure 3: Enlarged Photograph of One of the Excess DOD Microcircuits Purchased
in April 2006

Guided weapon radar tesi sets. Two guided weapon radar test sels were
mncluded in the bateh [ot with the digited muerocireuts that gur undercover
investigator purchased from DODVs liguidation sales contracior in April
2006. The 1est sets, which were advernsed for sale as radar 1est sets. are
uged 1o check the operation of the cawa link antenna on the Navy's Walleye
{AGM-62] airto-ground guided missile delivered by the F/A-18 Hornet
fighter aircrafi. The Waolleye is designed 1o deliver a self-guided high-
explosive weapon from an attack aircraft to a surface targel. Because of
their sensitive technology the test sets have a demilitarization code of B,
which requires an EUC for trade security purposes. Figure 4 shows a
photograph of the guided weapon test sets that we purchased and obtained
asing bogus EUC documentation.
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Figure 4: Guided Weapon Radar Test Sets Purchased in April 2006

Source GAG

Universal fregueney counter. The new. unused universal frequency
counier purchased by our undercover investigator was manufactured
{injually calibrated) in February 2003. DOD awarded a contract 16 Fluke
Corporation in 2002 for 67 of these items, which are designed 16 count the
speed at which an electrical system fluctuates. According toa
manufacturer official, this item's military application is 10 ensure the
frequency of communication gear is running at the expected rate. The
universai frequency counter has a demilitarization code of B. which
requires trade security control under the U.S. Munitions List. We paid a
total of $475 for this itern, which had a reported acquisition cost of $1,685.
In Aprif 2006, when we purchased the unjverssl frequency counter, DOD's
liquidation sales contractor sold a total of 15 of these items for 85,506, or
about $367 per unit. The 15 items had a reported total acquisition value of
§25,275, or 1,685 per unit. The bogus paperwork that we submitted with
our EUC application was approved by DCIA in May 2006, Figure 5 showe g
photograph of the unit that we purchased.
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Figure 5: Example of the Universal Frequency Counter Purchased in April 2006

Lourre GAC

Directional coupler In March 2006, our undercover investgator _—
purchased an eXcess military nem advertised as g directional coupler from
DO s houwidation sales conraciorn. We paid $186 for the sales 1ot, which
comained a iotal of 8 electrorac equipment and supply ltems with a listed
acquisition cost of $1.200. According 1o Fedlog. the directional coupler
advertised had an actual acquisition cost of $1,876. This directional coupler
is used in the F-14 Tomeat fighter aircraft 10 monitor, measure, isolate. or
combine electronic signals. Because of 1ts technology, this directional
coupler has a demilitarization designation code of D, which required it to
be destraved when no longer needed by DOD. The directional coupler also
had a CHC of 7. which indicaies it is a classified item ihat requires
protection in the interest of national security, in accordance with DOD
5200.1-R. However, after receiving the item, we discovered that it was not
the item identified by the national stock number in the sales advertisement.
As aresult, it appears that DOD not only lost aceountability over the actual
item identified in its excess property inventory, but advertised and
recorded & public sale of a sensitive military item on the US. Munitions
List, which was required 10 be disposed of by destruction in accordance
with DOD demilitarization policy.”

DOD 416802181, Defenar Dewifilovization Manual {1595, &t Appr. 3.
“Demilnanzation Codes 10 Be Assigned 1o Federal Supply ltems and Coding Guidance.”
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Additional Sales of Sensitive
Excess Military Items
Targeted for Undercover
Purchase

We observed numerous sales of additional excess sensitive military items
that were improperly advertised for sale or sold to the public. including fire
control components for weapon systems, body armor, and weapon system
components. The demdlitarization codes for these items required either key
point or total destruction rather than disposal through public sale.
Although we placed Bids 1o purchase some of these items. we 108t 16 highery
bidders. We identified at least 79 buvers for 216 public liquidation sajes
iransactions invoiving z.064 sensitve military ftems. We are referring these
sales 16 federal iaw enforcement agencies for further Investigation and
recovery of the sensitive military equipment. The following discussion
highlights the details of sajes of sensitve military equipment items that we
observe or targeted for purchase but did not obtain because we were
outbid during the respective sales auctions.

Uptical fire control items. Our investigative team identified a January
2006 sale of excess U5 Army Armarent Command optical instrament
prisme and optical lenses. DOD data showed that these optical instruments
are components of the fire conirol sighting mechanism used in the M-901A
smproved Armored Ant-iank vehicie. The M-801A fires the TOW 2 series
missites. Our Chief Technologist advised us that both the prisms and jenses
are high-quality optical sighting equipment used in the fire control system
of the M-801A. We made an undercover visit to one of DODs Lguidation
contracior sales faciliues 16 inspedt the prisms in January 2006. Our
inspection of the items lsred for sale disclosed that the property label on
the boxes listed 11 optical instrument prisms with an acquisition cost of
$93.003. Although the demilitarization code of Q listed on the property label
for the prisms identified them as requiring trade security control as an item
on the Commerce Control List, the NSN Hsted for the prisms in fact related
1G a demilitarization code of D, which required their total destruction when
no jonger needed by DOD. Upon further inspection, we found that the
iterns labeled as prisms were in sealed manufacturer packages that listed
thern as optical instrument lenses, not prisms. The NSN associated with the
11 lenses indicated that they had a total acquisition cost of $1 850 and a
demilitarization code of D, requiring their total destruction rather than
disposal by public sale. The misiabeling of these items indicates that DOD
may have lost accountability over both the prisms and the lenses. Both the
prismes and the lenses have 2 controlled CIIC code of 7, which indicates
they are classified items that require protection in the interest of national
securlty, In accordance with DOD 5200.1-R. We bid $350 for the lenses and
lost to a higher bidder. who paid $909 for them. Figure 6 is a photograph of

ST mF ks miasy - - 3n e TEer - <
one of the boxes labeled as containing prisms that actually contained

o

Page 14 GAG-36-843 DOD Encess Property Control Breakdowns



Figure 6: Optical insirument Lenses Used in Fire Control Technology on the M-901A
Anti-tank Vehicle Sold to the Public in January 20086

Source: GAD

Body armor. Qur investigative team also identified a March 2006
liquidation sale of body armor fragmentation vests. Upon our visit 1o the
sales warehouse, we identified a total of four body armor fragmentation
protective vests in two separate sales lots. According to the NSN, all of the
iterns sold had a demilitarization code of E, which required either key point
or tetal destruction of the item when no longer needed by DOD. We did not
bid on this sale, but have included 1t in owr referrals 1o federal law
enforcement agencies for follow-up investigations. Figure 7 shows a
photegraph of the actual body armor vest that that we observed for sale in
March 2008,

[
W%

Page GAG-06-943 DOD Excess Property Control Breakdowns



Figure 7: Exa?nple of Excess B'ody Armor Vest Sold to the Public in March 2006

Source GAC

Diuring our undercover operations. we also noted 13 advertised sales
events. including 179 items that were subjeet 1o demilitarization controls,
where the items were noi sold. In 5 of these sales invoiving 113 sensitve
military parts, it appears that DOD or its liquidation sales contractor caught
the error in demilitarization codes and pulled the items from sale. One of
these instances involved an F-14 fin panel assembly that we had targeted
for an undercover purchase. During our undercover i inspection of this item
prior to sale, a contractor official told our investigator that the government
was in the process of changing demilitarization codes on all F-14 parts and
it was likely that the fin panel assembly would be removed from sale. Of the
remaining 8 sales lots containing 66 sensitive military parts, we could not
determine whether the items were not sold because DOD or its contracior
caught the demilitarization coding errors or because minimurm bids were
not recelved Guring the respective sales evernts,
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Sensitive Military hems
Obtained Through Inside
Penetrations of DRMO
Security

DRMO A Penetration

Owur investigators used publicly available information to develop fictitious
identities as DOD contractor personnel and enter DRMO warehouses
{referred to as DRMO A and DRMO B) in two east coast states on separate
occasions in June 2006, o requisition excess sensitive military parts and
equipment vaiued at about £1.1 million. Cur investigatiors were able ¢
search for end identify excess nems without supervision. In additiorn.
DRMO personnel assisted our investigators i locatng other targeted items
in the warehouse and joading these iters into our van. At no point during
either visn ¢i¢ DRMO personnel aniempi 1¢ verify with the actual
contractor that our investigators were. in fact. contracior emplovees.

During the undercover penetration. our investigators obiained numerous
sensitive military items that were required 16 be destroved when no longer
needed by DOD 10 prevent them from falling o the wrong hands. These
items included fwo guided missiie launcher mounts for shoulderfired
missijes. several types of body armor. an all-band anienng used 10 track
ATCran. six circult card assembiies used i
digital signal converter used in naval electronic surveiliance. and two Bal
v personal digital assistanis (PDA) that were certified as having theiwr harg
drives removed. ’ ‘ '

Navy compuierzed sVsTem

Shoriiy afler leaving the second DRMO. our investugaiors received a call
from a contractor official whose empiovees thev had impersonated. The
official had been monitoring his company's reguisitions of excess DOD
property and noticed transactions that did not appear to represent activity
by his company. He contacted personnel at DRMO A. obtained the phone
number on our excess property screening lerter. and called us. Upon
receiving the call from the contractor official, our lead investigative agent
explained that he was with GAQ and we had performed a government test.

The following discussion presents the details of our case study requisitions
of sensitive military items we obtained during our penetration of the first
east coast DRMO.

Guided missile lJauncher mounts. Posing as DOD contractor employees,
ur undercover investigators entered DREMO A in June 2008 and
requisitioned two excess DOD shoulderfired guided missile launcher
mounis with z total reported acquisition cost of $6,246. The missile
launcher mounts provide the electrical connection between the round and
the tracker and coniain a remoie firing mechanism for the wire-guided
Dvagor: missiles. While the Dragon has been replaced by newer technology
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missiles, it is a man-portable, shoulder-fired, medium antitank weapon
svstem that can defeat armored vehicles. fortified bunkers. concrete gun
emplacements, and other hardened targeis. Under departmem
demilitarization policy, missile launcher mounts have a demilitarization
coae of . which requires removal andvor demilitarization of installed key
pointis; or lethal parts. componenis. and accessories 1o prevent them from
falhing i the wrong hands. The messile iauncher mounis also have a CIIC
coee of T which indicates they are classified ftems that require protection
i the imerest of national security. i accordance with DOD 5200.1-R.
Figare & snows g photograph of one of the guided missiie iauncher mounts
obtained by GAQ.

Figure 8: Guided Missiie Mount Obtained from DRMO A during the June 2006
Undercover Penetration

Soure: GAD

Kevlar body armor fragmentation vests. Our undercover investigators
obtained six Keviar body armor fragmentation vesis with 2 towal reported
acquisition cost of $2,049 from DRMO A during our June 2006 security
penetration. This body armor hias 3 woodiand camonflage patiern and was

& T

designed for use by ground iroops and parachutists. Although the Kevlar
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fragmentation vest has been replaced by newer technology, it is still
considered a sensitive mifitary item and has a demilitarization code of E.
which identifies it as critical items/materiel determined to require
demilitarization. either kev point or total destruction. The Keviar
fragmentation vesis aiso nave a CilIC code of 7. which indicates they are
classified items that require profection in the interest of national security.
in accordance with 0D 5200.1-R. Figure % shows a photograph of one of
1he fragmentation vesis obtained durng our undercover penetraticn.

Figure 8: Cne of the Keviar Body Armor Fragmentation Vests Obtained from DRMC
A during the June 200€ Undercover Fenetration

Source: GAD.
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Digital signal converter. During the undercover penetration a1t DRMO A,
our investigators also obtained a DOD digital signal converter with a
reported acquisition cost of $882.586. The digital signal converter is used as
part of a larger surveillance system on the Navy's E2C Hawkeye early
warning and control aircrafi. Under department demilitarization policy, this
digita signal converter has a demilitarization code of I} thar requires it 1o
e QeSIroves wnen no longer needed by DO This signal converier also
nas a CIIC code of 7. which indicates i1 12 a classified item that requires
proecuon 1 the interest of nalional security, in accordance with DOD

itle]

investigators obtained from DRMO &

Figure 10: Digital Signal Converier Obtained from DRMO A during the June 2008
Undercover Penetration

Source: GAG

All-band antenna. Our undercover investigators identified and
reguisitioned a new, unused all-band antenna during their June 2006
security penetration at DRMO A. According to manufacturer information,
the anterna is a high-powered portable unit that is used by the Air Force to
irack aircraft. The antenna can be tripod-mounted er mounted on &
portable shelier The new, unused all-band antenna, which was purchased
by DOD in 2003, had a reported scquisition cost of $120,000. A
manufacturer representative told our investigator that this antenna is
currently in production. Under department demilitarization policy, this all-
band anterma has a demilitarization code of D that requires it to be

. . B e Uy gy .- % Fer o wn o o~ -
desiroved when n WOREEr n seged b;;f DOD. This antenng adsc has 3 CIIC

¥
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